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1. Executive Summary

For regulated institutions, exiting a cloud provider is no longer a theoretical contingency. It is a
documented, testable obligation that supervisors now expect to see evidenced. The Digital
Operational Resilience Act (DORA) requires financial entities in the EU to maintain exit
strategies for ICT third-party arrangements, and to be able to demonstrate that those strategies
are credible - not merely contractual.

Most organizations cannot currently produce that evidence on demand. Exit plans, where they
exist, are static documents written at the point of onboarding, disconnected from the live cloud
environment, and untested against the dependencies, lock-in triggers, and data-residency
constraints that would actually determine whether an exit could be executed.

EscapeCloud Enterprise closes that gap. Itis a self-hosted platform that continuously assesses
an organization’s cloud environment for exit readiness - mapping resources and dependencies,
scoring vendor lock-in, identifying viable alternative technologies, and producing regulator-ready
documentation aligned to DORA and the relevant national competent authority.

This whitepaper is written for the people responsible for the obligation: compliance, operational
resilience, and ICT risk leaders who must be able to show a supervisor that a tested, current exit
capability exists.

2. The Regulatory Shift: From Contract Clause to Tested
Capability

Historically, exit provisions lived in a contract schedule - a clause stating that data could be
returned ontermination. Thatis no longer sufficient. Across the major prudential and operational-
resilience frameworks, regulators have converged on a more demanding standard: institutions
must hold exit plans that are documented, kept current, and demonstrably testable.

DORA is the sharpest expression of this shift. It requires financial entities to put in place exit
strategies for ICT services supporting critical or important functions, to assess substitutability
and the availability of alternative providers, and to account for concentration risk arising from
dependence on a small number of cloud providers. Supervisors expect this to be evidenced, not
asserted.

The frameworks below originate in different jurisdictions, but multinational institutions are
frequently subject to several at once. The common thread is the same: a credible, current,
testable exit capability.

Framework Jurisdiction Core exit obligation Status

Documented, testable exit &
resolution plans for ICT third-party
services; concentration-risk
oversight (Art. 28)

DORA (EU 2022/2554) EU In force (Jan 2025)
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Framework Jurisdiction Core exit obligation Status
Board- d exit plan; st d-
PRA $52/21 United Kingdom oard-approved exit pan; swesse In force
exit and substitutability analysis
Documented third-party lifecycle
FINMA Circular 2023/1 . including exit strategy;
Switzerland In fi
(with 2018/3) witzerian concentration analysis for critical ntoree
functions

Material service provider register;
APRA CPS 230 Australia documented exit and contingency In force (Jul 2025)
plans for critical operations

Tested, documented exit strategy for
critical third-party arrangements;

OSFI Guideline B-10 Canada . . In force
explicit cloud-portability
consideration

MAS Outsourcing & TRM Singapore Exitplan as a component of third- In force

party risk management

A useful way to frame the expectation: a supervisor is no longer satisfied by “we have a clause”.
The question has become “show me that you could actually leave, how long it would take,
and what would block you.”

3. Why Exit Planning Is Hard in Practice

The obligation is clear. Meeting it is not, because the information required to produce a credible
exit plan is scattered, technical, and constantly changing. Compliance and resilience teams
consistently encounter the same obstacles:

e Stale, manual documentation: Exit plans are typically maintained in spreadsheets and
documents that are accurate on the day they are written and out of date within weeks,
as the cloud environment evolves.

* Invisible dependencies: The services that are hardest to migrate - proprietary managed
services, vendor-specific integrations - are precisely the ones least visible to a
governance function reviewing a contract.

* No measure of lock-in: Without a structured assessment, there is no objective way to
state how locked-in a given workload is, or to prioritize what to de-risk first.

¢ Untested substitutability: DORA expects an assessment of alternative solutions.
Identifying genuine, enterprise-grade alternatives for each service is a research task
most teams cannot perform at scale.

®* Concentration risk left implicit: Dependence on a single provider across multiple
service layers is a specific supervisory concern, yet it is rarely quantified and mapped to
actual workloads.

EscapeCloud - The Cloud Exit Readiness Platform 3



EscapeCloud Enterprise Cloud Exit Readiness Under DORA

The resultis a structural mismatch: a continuous, technical, fast-changing reality being governed
by a periodic, manual, document-based process. That mismatch is exactly where exit readiness
fails under supervisory scrutiny.

4. What EscapeCloud Enterprise Produces

EscapeCloud Enterprise replaces the manual process with a continuous, automated
assessment. Connecting through read-only access to the cloud environment, the platform
performs an agentless assessment and generates structured output across four areas. The
methodology is described here at the level of what it delivers; the detailed scoring models are
shared during a guided walkthrough.

4.1 Resource and dependency mapping

The platform discovers and classifies every resource within a defined scope, categorized by type
and region, building a current inventory of what would actually have to move in an exit. This forms
the factual base that a supervisor expects to see underpinning any exit plan.

4.2  Lock-in and exit-readiness scoring

Each resource is assessed for vendor lock-in across multiple dimensions and consolidated into
an overall exit-readiness indicator. The scoring translates a sprawling technical reality into a
defensible, comparable measure that governance functions and supervisors can work with.

4.3 Alternative-technology verification

Foreach discovered service, the platform identifies viable alternative technologies - open-source
and commercial - from a large reference dataset, directly addressing the substitutability
assessment that DORA expects. Where no viable alternative exists, that gap is surfaced explicitly
as a lock-in point requiring mitigation.

4.4 Regulatory-aligned documentation

The Enterprise edition adds a regulatory layer absent from general-purpose assessments. The
generated report identifies the applicable framework and the relevant national competent
authority, and maps each regulatory mandate to the corresponding component of the
assessment - producing documentation structured for supervisory review rather than internal
reference alone.

5. Proof: The Regulatory Alignment Summary

The excerpt below is a single page from an EscapeCloud Enterprise report generated for an
illustrative financial entity (“EU Bank”). It shows how the platform frames its output against DORA
Article 28 and ties each regulatory mandate to a specific, evidenced component of the
assessment.
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Version: 1e8cedb4-cb9e-45b3-ab1e-2167883a6de2
Last sync: 2026-04-21 06:10 (UTC)

EU Bank

For financial entities operating within the EU, this documentation supports the mandatory Exit
Strategy requirements specified in DORA Article 28, specifically regarding the identification of
alternative solutions and the evaluation of potential service disruptions during a transition.

R 1 y Al +Q y

Regulatory Mandate Report Component Status / Finding

Detailed identification of 5 resources within

ICT Asset Mapping Resource Inventory the defined scope.
EBF, Exit Readiness, Multiple scoring methodologies performed to
Exit Strategy Feasibility and Vendor Lock-in evaluate technical, qualitative, and lock-in risk
Scoring dimensions.

Identified 16 potential functional substitutes
Alternative Verification Alternative Technologies | for the discovered services from a dataset of
5,000+ technologies.

Risk & Impact Analysis Risk Inventory 3 active risks identified (2 Medium).

Analysis confirms utilization across laaS,

Concentration Risk Service Model Utilization PaaS, Saa$ layers within Microsoft Azure.

Figure 1— Regulatory Alignment Summary (illustrative sample). Each regulatory mandate is mapped to an evidenced report
component.

What makes this page meaningful to a supervisor is that it does not simply claim compliance. It
names the obligation (ICT asset mapping, exit-strategy feasibility, alternative verification, risk and
impact analysis, concentration risk), points to the specific part of the assessment that satisfies
it, and states the concrete finding — the number of resources mapped, alternatives identified,
and active risks. This is the difference between a document that asserts readiness and one that
demonstrates it.

The full report and the underlying scoring methodology are shared under a guided
walkthrough rather than distributed openly. A representative sample assessment can be
produced for your own environment on request.

6. Data Sovereignty and Deployment

For a regulated institution, the platform that assesses cloud exit risk must not itself become a
third-party data risk. EscapeCloud Enterprise is therefore delivered as a self-hosted deployment,
available as Docker Compose for rapid onboarding or Helm charts for production Kubernetes
environments.

* Nothing leaves your environment: Cloud inventory data, configuration metadata, and
generated reports - including the DORA-aligned documentation - remain entirely within
your own infrastructure.

* Read-only, least-privilege access: The platform connects to cloud providers using
read-only credentials scoped to resource enumeration. It never modifies, provisions, or
deletes any cloud resource.

* Deployable in restricted environments: The self-hosted model supports air-gapped
and network-restricted deployments, with no dependency on external services for core
functionality.
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* Enterprise access governance: SSO via SAML 2.0/ OIDC, role-based access control,
and full audit logging align the platform with existing security and compliance
standards.

7. Requesting a Sample Assessment

The most direct way to evaluate whether EscapeCloud Enterprise satisfies your exit-readiness
obligations is to see it applied to a representative environment. A guided sample assessment
includes a defined-scope scan, a walkthrough of the resulting report, and an example of the
DORA-aligned documentation generated for your jurisdiction and competent authority.

Book a 30-minute walkthrough

See the full report applied to a representative scope of your environment, including the DORA-
aligned documentation generated for your jurisdiction and competent authority.

> escapecloud.io/book-demo

Your Contact

Bence Hezso, CISSP, PMP

Founder, EscapeCloud

Email bence.hezso@escapecloud.io
Phone +43 660 658 4544

LinkedIn linkedin.com/in/bencehezso

FURTHER READING

Cloud Exit Strategies: Why and How to Avoid Vendor Lock-in
Published by ISC2 - April 2024 - By Bence Hezso, CISSP

Background on the strategic case for cloud exit planning — vendor lock-in as a board-level concern, the
limits of manual assessment, and the regulatory drivers (including EBA outsourcing guidelines) that have
since been reinforced by DORA.

Read the article on isc2.org »
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