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1. Executive Summary 

Cloud exit readiness has become a recurring obligation for regulated financial entities - and a 
recurring source of meaningful engagement for the consultants they turn to for help. The Digital 
Operational Resilience Act (DORA), now in force across the EU, requires regulated financial 
entities to hold documented, testable exit strategies for their ICT third-party arrangements. 
Equivalent frameworks in the United Kingdom, Switzerland, Australia, Canada, and Singapore 
have set the same standard. 

Most institutions are not meeting it. Exit plans, where they exist, are static documents written at 
onboarding, disconnected from the live cloud environment, and untested against the 
dependencies and lock-in conditions that would determine whether a migration could actually 
succeed. That gap is an engagement. 

Interim CISOs and independent security consultants who arrive with a structured assessment 
process, produce a senior-grade deliverable in days rather than weeks, and present a report 
under their own brand are positioned to own this work for years to come. 

EscapeCloud is the platform that makes this operational. A read-only scan of a client's cloud 
environment produces structured output covering resource inventory, vendor lock-in scoring, 
alternative technology analysis and regulatory-aligned documentation - all generated under your 
name, your logo, and your colours. 

This guide explains the engagement model, how the report is produced, and the commercial path 
from a single tactical assessment to an ongoing client relationship. 

2. The Client Problem They're Being Asked to Solve 

The regulatory shift is real and accelerating. Since January 2025, DORA has required every in-
scope financial entity in the EU to maintain exit strategies for ICT services supporting critical or 
important functions. The obligation is not contractual boilerplate - supervisors expect it to be 
evidenced, current, and testable. Your clients are not asking whether they need to address this. 
They are asking who can help them do it credibly. 

The challenge is structural. Cloud environments change continuously. Exit plans are typically 
maintained in spreadsheets accurate on the day they are written and out of date within weeks. 
The services most challenging to migrate - proprietary managed services, vendor-specific 
integrations - are precisely the ones least visible in a governance review. And substitutability 
analysis, which DORA explicitly requires, is a research task most internal teams cannot perform 
at scale. 

The frameworks below originate in diSerent jurisdictions, but many of your clients are subject to 
more than one. The common thread is consistent: a credible, current, testable exit capability, 
demonstrable on demand. 
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Framework Jurisdiction Core exit obligation Status 

DORA (EU 2022/2554) EU 
Documented, testable exit & resolution 
plans for ICT third-party services; 
concentration-risk oversight (Art. 28) 

In force (Jan 2025) 

PRA SS2/21 United 
Kingdom 

Board-approved exit plan; stressed-exit 
and substitutability analysis In force 

FINMA Circular 2023/1 
(with 2018/3) Switzerland 

Documented third-party lifecycle 
including exit strategy; concentration 
analysis for critical functions 

In force 

APRA CPS 230 Australia 
Material service provider register; 
documented exit and contingency plans 
for critical operations 

In force (Jul 2025) 

OSFI Guideline B-10 Canada 
Tested, documented exit strategy for 
critical third-party arrangements; explicit 
cloud-portability consideration 

In force 

MAS Outsourcing & TRM Singapore Exit plan as a component of third-party 
risk management In force 

 

A supervisor is no longer satisfied by “we have a clause.” The question has become: 
“show me that you could actually leave, how long it would take, and what would block 

you.” 

3. From Assessment to Deliverable 

The platform replaces the manual process with an automated assessment. Connect using read-
only credentials, define the scope, and the platform discovers and classifies every resource 
within that boundary - mapping dependencies, scoring vendor lock-in across multiple 
dimensions, identifying viable alternative technologies, and generating regulatory-aligned 
documentation. 

What takes a skilled internal team weeks of manual analysis is produced in hours. What you bring 
as a professional is scope definition, interpretation of the findings, and the judgment to translate 
scored output into a client conversation. The engagement follows a consistent pattern: 

Step 1: Scope Step 2: Scan Step 3: Review Step 4: Deliver 

Define the cloud 
environment 
boundary. Agree 
which providers, 
accounts, and 
workloads are in 
scope, and identify 
the applicable 
regulatory framework 
for this client. 

Connect the platform 
using read-only 
credentials. Agentless 
discovery maps every 
resource, its 
dependencies, 
service 
classifications, and 
region across the 
defined scope. 

Inspect the scored 
output: lock-in 
indicators by service, 
alternative technology 
matches, risk 
inventory, and 
concentration 
analysis. Apply your 
professional judgment 
to the findings. 

Generate the finished 
report under your 
brand. Your logo, your 
colours, your name 
on the cover. The 
client receives a 
white-labelled, 
regulatory-aligned 
assessment as your 
work product. 
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→ Agreed scope and 
framework selection 

→ Current resource 
and dependency 
inventory 

→ Annotated 
assessment ready for 
report generation 

→ Client-ready 
branded deliverable 

 
The report is generated at the end of Step 3. In Step 4, you deliver it — under your brand. 

4. White-Label - It Carries Your Brand 

Every report generated by EscapeCloud - whether from the Light SaaS edition or the Enterprise 
self-hosted platform — is produced under your brand. The client receives a document with your 
logo, your colours, and your contact details on the cover. This is not a cosmetic option. It is central 
to the engagement model. 

The platform handles the analytical work: resource discovery, lock-in scoring, alternative 
technology matching, and regulatory mapping. You handle scope definition, interpretation, and 
client delivery. The report reads as your work product - because in the ways that matter to the 
client relationship, it is. 

The sample below is a single page from an EscapeCloud report generated for an illustrative 
financial entity (“EU Bank”). It shows the Regulatory Alignment Summary: the section that maps 
each DORA mandate to a concrete assessment finding. In a client engagement, this page carries 
your logo and colours in place of EU Bank’s. 

 
Figure 1 — Regulatory Alignment Summary (illustrative sample, watermarked). In a live engagement, this page 

appears under the consultant’s own logo and brand colours 

 

The full report structure and the underlying scoring methodology are shared during a guided 
walkthrough. A representative sample assessment can be produced for a prospective client 
environment on request. See Section 7 to arrange this. 
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5. The Regulatory Backing You Can Stand Behind 

Clients in regulated sectors - and their internal compliance and legal teams - will ask whether the 
platform’s output is aligned to the applicable framework. The answer needs to be immediate and 
credible. This section provides the grounding you need for that conversation. 

DORA: the primary demand driver 

DORA Article 28 requires financial entities to put in place exit strategies for ICT services 
supporting critical or important functions, to assess substitutability and the availability of 
alternative providers, and to account for concentration risk arising from dependence on a small 
number of cloud providers. Supervisors - including the relevant national competent authority - 
expect this to be evidenced, not asserted. 

EscapeCloud Enterprise generates DORA-aligned documentation that identifies the applicable 
national competent authority and maps each regulatory mandate to the corresponding 
assessment component. This structure is based on Article 28 and the accompanying regulatory 
technical standards published by the European Supervisory Authorities. 

Coverage across jurisdictions 

For consultants operating in other markets, the same assessment output applies to PRA SS2/21 
(UK), FINMA Circular 2023/1 (Switzerland), APRA CPS 230 (Australia), OSFI Guideline B-10 
(Canada), and MAS Outsourcing and TRM Guidelines (Singapore). The engagement scope 
determines which framework is surfaced in the report. Multinational clients subject to more than 
one framework are served by a single assessment scope. 

You do not need to become a DORA expert. You need a platform whose output a 
compliance team will recognise as framework-aligned - and that is what EscapeCloud 

Enterprise produces. 

 
The ISC2 article by EscapeCloud founder Bence Hezso, listed in the further reading panel at the 
end of this document, provides additional background on the strategic case for cloud exit 
planning and the regulatory drivers that have converged on this standard. 
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6. How Consultants Engage 

The platform oSers two engagement paths, depending on the client situation. Both produce 
white-labelled reports. The diSerence is the depth of regulatory alignment and the deployment 
model. 

Edition Best for Report output Commercial model 

Light MSPs and independent 
consultants running 
one-off or exploratory 
assessments 

General Cloud Exit 
Readiness report - lock-in 
scoring and alternative 
analysis; no regulatory 
mapping 

SaaS, credit-based; no 
annual commitment 

Enterprise Clients with a 
documented DORA, 
PRA, FINMA, APRA, 
OSFI, or MAS 
obligation 

Full regulatory-aligned 
report with national 
competent authority 
identification and 
framework mapping 

Self-hosted (Docker 
Compose / Helm); 
annual licence by 
provider and resource 
count 

 
Starting with Light 

For consultants conducting an exploratory assessment or scoping a new client relationship, Light 
is the natural starting point. SaaS-delivered and credit-based, it is ready within minutes and 
produces a general Cloud Exit Readiness report covering lock-in scoring and alternative 
technology analysis. There is no regulatory mapping - but there is enough structured output to 
frame the client’s exposure and open a more substantive conversation. 

Moving to Enterprise 

Where the client has a genuine regulatory obligation - DORA, PRA, or an equivalent framework -
Enterprise is the appropriate tool. The self-hosted deployment model keeps all cloud inventory 
data, configuration metadata, and generated reports within the client’s own infrastructure: a 
common requirement for data-sensitive regulated institutions. The DORA-aligned 
documentation, national competent authority identification, SSO via SAML 2.0 / OIDC, role-
based access control, and full audit logging are all Enterprise-tier capabilities. 

The progression is natural: conduct the initial assessment with Light to establish the client’s 
readiness baseline, identify the genuine regulatory obligation, and propose a more complete 
engagement using Enterprise. The white-labelled report is your deliverable in both cases. 
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7. Get Started 

The most direct way to see how EscapeCloud fits your practice is to request a sample 
engagement - a defined-scope assessment run against a representative environment, walked 
through with you and delivered as a white-labelled report ready for a client conversation. 

Book a 30-minute walkthrough 
Request a sample report for your next client engagement, or bring the platform into a live 
scoping conversation. We will walk through a representative assessment scope, the full 
report output, and the regulatory-aligned documentation generated for your client’s 
jurisdiction and competent authority. 

→ escapecloud.io/book-demo 
→ Request a sample report: bence.hezso@escapecloud.io 

 

Your Contact 

 

Bence Hezso, CISSP, PMP 
Founder, EscapeCloud 
 
Email  bence.hezso@escapecloud.io 
Phone  +43 660 658 4544 
LinkedIn  linkedin.com/in/bencehezso 

 

F U R T H E R  R E A D I N G  
Cloud Exit Strategies: Why and How to Avoid Vendor Lock-in 
Published by ISC2 · April 2024 · By Bence Hezso, CISSP 
Background on the strategic case for cloud exit planning - vendor lock-in as a board-level concern, the 
limits of manual assessment, and the regulatory drivers (including EBA outsourcing guidelines) that have 
since been reinforced by DORA. 
Read the article on isc2.org → 

 

https://escapecloud.io/book-demo
mailto:bence.hezso@escapecloud.io
mailto:bence.hezso@escapecloud.io
https://www.linkedin.com/in/bencehezso/
https://www.isc2.org/Insights/2024/04/Cloud-Exit-Strategies-Avoiding-Vendor-Lock-in

