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1. Executive & Company Overview

1.1 Company Vision & Mission

EscapeCloud was founded to help organizations understand their dependency on cloud service providers
- in particular the small number of US hyperscalers that most European organizations now run on. That
dependency question turned out to matter most in regulated industries, which is why EscapeCloud's work
centers on financial services, insurance, public sector, critical infrastructure, healthcare, and large
enterprise organizations.

Its mission is to provide clarity, control, and confidence in an organization's cloud exit journey - replacing
manual, subjective, consultant-driven assessment with a structured and repeatable methodology, one
that scores vendor lock-in across technology, human, and operational dimensions and organizes exit
readiness into five domains: strategy and governance, vendor dependencies, risk and compliance,
operational readiness, and exit execution.

That methodology is delivered through a patent-pending assessment engine (US18/413,071) that assesses
an organization's public cloud landscape, builds a resource and dependency inventory, performs risk
assessment and vendor lock-in scoring, identifies alternative technologies, and generates the documented
exit strategy evidence regulators increasingly expect.

The engine is available in three editions: Community, a free open-source command-line tool; Light, a
hosted SaaS platform; and Enterprise, a self-hosted deployment for organizations that need the
assessment running inside their own infrastructure.

Beyond the software, EscapeCloud provides advisory and implementation services and publishes
practitioner research and templates on cloud exit strategy.

The EscapeCloud name and mark are trademark-protected in the EU and US. This Information Paper
describes EscapeCloud Enterprise.

1.2 Key Use Cases

EscapeCloud is used in two primary ways: directly, by an enterprise's own team running assessments on
their own infrastructure, or delivered as a service by an integration or consulting partner who runs the
assessment on the client's behalf and provides the output as part of a broader engagement.

Key use cases:

e DORA (European Union) - A pan-European bank subject to DORA Article 28 runs a continuous
EscapeCloud Enterprise assessment across its AWS-hosted core banking workloads, mapping
findings to the applicable national competent authority so the exit strategy report can sit
alongside the bank's Register of Information evidence.

e FINMA Circular 2023/1 (Switzerland) - A Swiss insurer subject to FINMA Circular 2023/1 uses
EscapeCloud to score vendor lock-in across its Azure environment and produce a documented
exit strategy for critical outsourced functions, satisfying FINMA's requirement for a documented
third-party lifecycle that includes exit and concentration analysis.

e PRA SS2/21 (United Kingdom) - A UK-regulated investment firm subject to PRA S52/21 uses
EscapeCloud to produce a board-ready exit plan for its cloud-hosted trading infrastructure, re-



running the assessment on a recurring schedule so the evidence stays current between
supervisory reviews rather than going stale between annual reviews.

1.3 Company Background & Governance

1.3.1 Background

EscapeCloud grew out of a cybersecurity consulting practice founded by Bence Hezso in 2014, advising
organizations on security architecture, risk assessment, and regulatory compliance. That consulting work
repeatedly surfaced the same gap across client engagements: organizations understood remarkably little
about their actual dependency on their cloud providers, and even less about what it would take to leave
one. That recurring finding became the premise for EscapeCloud.

1.3.2 Open Source Commitment

EscapeCloud maintains a free, open-source edition - EscapeCloud Community - published on GitHub under
the AGPL-3.0 license (github.com/escapecloud/cloudexit). It runs locally and offline with no account
required, performing the engine's discovery and analysis stages. Its standalone output is a short executive
summary; vendor lock-in scoring and regulatory reporting are capabilities of the commercial editions.

Publishing the assessment engine openly is a deliberate choice. It allows engineers and architects to
evaluate how the assessment actually works before any commercial conversation takes place, and it
means the discovery and analysis logic underpinning EscapeCloud Enterprise is publicly inspectable rather
than a closed black box.

1.3.3 Data Protection Officer (DPO) & Contact Information

EscapeCloud Enterprise is self-hosted within the customer's own environment, so EscapeCloud does not
process or store the cloud inventory data, credentials, or reports generated by an assessment - customers
remain the data controller for that data throughout. EscapeCloud's own data processing is limited to
account, billing, and support-related contact information the customer provides directly.

Data Protection Officer: dpo@escapecloud.io

1.4 Customer Support, SLA & Contact Channels

Because EscapeCloud Enterprise runs inside the customer's own infrastructure, EscapeCloud does not
operate the deployment and therefore does not offer a service-availability (uptime) SLA - availability is
determined by the customer's own hosting environment. Support instead covers the software itself:
deployment assistance, issue resolution, security patches, and version updates.

e Support channels - support@escapecloud.io

e Support hours - Mon—Fri, 9:00-16:00 CET

o Response targets - Critical issues within 24 business hours, standard issues within 5 business days

e Security patches - Within 24 business hours for critical and high severity vulnerabilities

e Premium support (optional) - Dedicated technical account manager, 4-hour response target for
critical issues, and audit preparation assistance

e Sales and licensing enquiries - sales@escapecloud.io



2. EscapeCloud Enterprise Product Suite

The following architectural diagram illustrates the EscapeCloud Enterprise deployment boundary within
the customer infrastructure, highlighting component roles, database/messaging persistence, and cloud
provider connections:
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Figure 1 — EscapeCloud Enterprise deployment architecture

2.1 Deployment Model

EscapeCloud Enterprise is delivered as a self-hosted, containerized application that runs entirely inside
the customer's own infrastructure. Cloud inventory data, assessment results, and generated reports
remain within that environment.

Two deployment paths are supported:

o Docker Compose - intended for proof-of-concept and evaluation. The full stack, including its
database and message broker, can run on a single host, making it straightforward to stand up a
working environment quickly.



e Helm / Kubernetes - intended for production use. Application workloads are deployed into the
customer's own cluster, with the database and message broker provided as customer-managed
services.

In a production deployment the division of responsibility is explicit. EscapeCloud provides the application
workloads, internal service definitions, initialization jobs, and scheduled jobs. The customer's platform
team retains ownership of the Kubernetes cluster, the database and message broker, DNS, ingress, and
TLS certificates. This boundary is what allows the platform to operate inside regulated environments
without EscapeCloud holding privileged access to customer infrastructure, and it is the reason the support
commitments in Section 1.4 cover the software rather than service availability.

2.2 Exit Assessment Lifecycle

Once the platform is deployed, every assessment follows the same path from scope definition to signed-
off evidence.

e Define Scope & Exit Strategy - Select the cloud providers and environments in scope and define
the intended exit approach. Connection details and access scope are validated before the
assessment runs, so configuration problems surface immediately rather than mid-assessment.

e Map the Cloud Landscape - The platform builds a structured inventory of services, dependencies,
and workloads within the defined scope.

e Quantify Risk Exposure - Vendor lock-in is assessed and critical risks identified using structured
scoring across technology, human, and operational dimensions, with findings classified by
severity.

e Explore Alternative Technologies - Alternative technologies and viable migration paths are
evaluated for the services in use.

e Review & Approve - Results can be reviewed in the portal, where the scoring breakdown is
presented alongside the underlying inventory and dependency findings. Organizations that
require it can enable a compliance workflow, under which assessments must be approved before
reports can be downloaded, making compliance review part of every assessment rather than a
step taken afterwards.

e Generate the Report - Results are translated into structured reports, generated against the
applicable regulatory framework (Executive Summary and Exit Readiness Report).

Assessments can be run once or scheduled to re-run at a recurring interval. Recurring assessment is the
intended pattern for regulated use: cloud environments change continuously, and evidence produced a
year ago describes an environment that may no longer exist in that form.

2.3 Reports & Evidence Outputs

EscapeCloud Enterprise produces two report types per assessment:
e Executive Summary - a condensed view of exit readiness for leadership and board-level
audiences.

e Exit Readiness Report - the full assessment output, covering inventory, dependency findings,
lock-in scoring, and alternative technology analysis.



Reports are generated as PDF documents against the regulatory framework applicable to the organization
- covering the European Union, United Kingdom, and Switzerland - and identify the relevant national
competent authority where applicable. Reports can be generated in multiple languages, so a single
assessment can serve both a local regulator and a group-level audience.

Reports carry the organization's own branding: logo, colours, and contact details. For consulting and
integration partners delivering assessments on a client's behalf, this means the finished report is delivered
as the partner's own work product.

2.4 License Tiers & Scale

EscapeCloud Enterprise is licensed in three tiers, scaled by the complexity of the cloud estate being
assessed rather than by number of users:

e Standard - a single cloud provider, sized for the resource footprint typical of a mid-size bank,
FinTech, or specialized financial institution.

e Professional - two cloud providers, sized for regional banking groups, insurers, and financial
service providers.

e Group - multiple cloud providers with no resource limit, for Tier 1 and global banks and large
financial groups with complex operations.

Amazon Web Services and Microsoft Azure are supported. Google Cloud Platform and Alibaba Cloud are
on the roadmap for the near future; please contact EscapeCloud Sales for current timing.

Beyond the core license, optional modules extend the platform: advanced regulatory reporting, multi-
language reporting, digital signature of reports and evidence packages, and offsite backup of assessments
and evidence. Organizations operating multiple legal entities can add entities to consolidate reporting
across subsidiaries.



3. Governance, Access & Integration

3.1 Organizations, Entities & Workspaces

EscapeCloud Enterprise organizes work into organizations, which can be nested in a parent/child
hierarchy. A banking group can therefore model its legal entities and subsidiaries as child organizations
under a group parent, rather than running disconnected deployments per entity.

Each organization is a self-contained workspace with its own cloud provider connections, applicable
regulatory frameworks, appearance and branding settings, and license tier. Assessments, reports, and
audit records belong to the organization in which they were created.

A user can be granted access to more than one organization and switch between them within a single
session. Roles held at a parent organization apply to its child organizations, so group-level administrators
and compliance officers can operate across subsidiaries without being enrolled separately in each one.

3.2 Role-Based User & Access Management

Access is governed by four roles, assigned per organization:

e Users - baseline membership. Every member of an organization holds this role; it grants access to
the workspace and its assessments.

e Owners - administrative control: creating and inviting users, managing group membership,
configuring single sign-on, cloud provider connections, regulatory frameworks, appearance
settings, and API keys.

e Compliance - review and sign-off: approving or rejecting assessments in the compliance workflow
described in Section 2.2.

e Auditors - read-oriented access for internal audit and review purposes.

Users are added by invitation. Invitations are single-use, expire if unused, and can be revoked before
acceptance. Existing users can be blocked and unblocked, immediately withdrawing or restoring access
without deleting the account or its audit history.

Because roles are scoped per organization and inherited down the hierarchy, an individual can hold
different roles in different parts of a group - for example, Compliance at group level and Users in a single
subsidiary.

3.3 Single Sign-On & Identity Integration

Organizations can connect EscapeCloud Enterprise to their own identity provider, so platform access
follows existing joiner—-mover—leaver processes and authentication policy rather than a separate local
credential store.

Microsoft Entra ID and generic OpenID Connect providers are supported. Configuration is performed by
Owners at the organization level, and both successful and failed single sign-on attempts, along with any
change to the SSO configuration itself, are recorded in the audit log.

3.4 CI/CD Integration & Programmatic Access



EscapeCloud Community, the open-source command-line tool described in Section 1.3.2, can run an
assessment wherever the workload lives - including inside a CI/CD pipeline - and submit the results to
EscapeCloud Enterprise for scoring, regulatory analysis, and reporting.

EscapeCloud launched a dedicated GitHub Action that can be used to run assessments as a pipeline step
against the target environment, with results submitted to the platform under an organization-scoped API
key. API keys are issued and revoked by Owners, so programmatic access is governed by the same role
model as the user interface.

This has two practical consequences for regulated users. Exit readiness is re-evaluated as the environment
actually changes, rather than on a periodic review cycle - evidence stays current between supervisory
reviews instead of ageing quietly between them. And because the assessment executes inside the
customer's own pipeline, the cloud credentials it uses remain in that pipeline environment rather than
being held by the platform.

The platform also exposes health and readiness endpoints, so a self-hosted deployment can be monitored
by the customer's existing observability tooling.

3.5 Audit Trails & Activity Logging

Every security-relevant action is recorded in a per-organization audit log, capturing the acting user, the
affected object, a timestamp, and the originating IP address and user agent.

Recorded events include authentication (successful and failed sign-in, sign-out, and single sign-on
outcomes), user lifecycle (creation, invitation, invitation completion, blocking and unblocking), group
membership changes, single sign-on configuration changes, assessment creation and modification, and
workflow approvals and rejections.

Administrators can review the organization-wide security log, and individual users can review their own
activity history. Because the platform is self-hosted, these records remain within the customer's
environment and under the customer's retention policy.



4. Enterprise Security & Compliance

4.1 Security Framework Overview

Shared responsibility. Because EscapeCloud Enterprise runs inside the customer's own infrastructure,
security responsibility is divided. EscapeCloud is responsible for the security of the software it ships - the
application code, the container images, and the dependencies they contain. The customer is responsible
for the environment that software runs in: the cluster or host, the database and message broker, the
network boundary and ingress, TLS termination, backup, and the identity provider through which users
authenticate. This mirrors the deployment boundary set out in Section 2.1.

Secure development and supply chain. Releases are produced through an automated pipeline applying
linting, type checking, and static code analysis, including Al-assisted security review, before code is
accepted. Published container images are scanned for known vulnerabilities. Third-party dependencies
are monitored continuously for newly disclosed issues, and critical and high severity vulnerabilities are
addressed within the timeframe stated in Section 1.4.

Access control. Authentication and authorization are described in Section 3. In summary, access is
governed by organization-scoped roles enforced on every request; where an organization connects its
own identity provider, authentication policy - multi-factor authentication, conditional access, session
lifetime - is enforced by that provider rather than by EscapeCloud.

4.2 Data Protection & Data Residency

Because EscapeCloud Enterprise is self-hosted, all assessment data - resource inventory, dependency
map, scoring results, generated reports, and audit records - resides in the customer's own database inside
the customer's own infrastructure. There is no EscapeCloud-operated tenant holding customer
assessment data.

The assessment reads cloud management metadata: which services and resources exist in the
environment, how they are configured, and how they relate to one another. It does not read the contents
of workloads. The platform integrates with the cloud providers' management APlIs only, and has no access
to storage objects, database contents, or application data.

Cloud provider credentials are stored in the platform's own database, within the customer's environment,
and are protected by the database and infrastructure controls the customer operates - including
encryption at rest where their platform provides it. Credentials are never transmitted to EscapeCloud.

Deleted assessments are soft-deleted rather than immediately purged, so an assessment can be
withdrawn from active use without erasing the record that it existed. Retention and destruction remain
under the customer's control, as does the audit log.

Error monitoring is configurable and disabled unless the customer supplies their own endpoint. Personal
information is excluded from telemetry, and events are filtered before transmission.
4.3 Regulatory Alignment

EscapeCloud Enterprise generates assessments and reports against the regulatory framework applicable
to the organization, covering the European Union, United Kingdom, and Switzerland, and identifies the



relevant national competent authority. The frameworks the platform is designed around include DORA
Article 28 in the European Union, FINMA Circular 2023/1 in Switzerland, and PRA SS2/21 in the United
Kingdom.

EscapeCloud is deliberate about the boundary between what a platform can evidence and what remains
the institution's own responsibility. The platform can discover and maintain an accurate inventory of the
cloud estate, score substitutability and vendor lock-in, identify alternative technologies, and keep that
evidence current as the environment changes - the tasks that manual, periodic processes fail at most
reliably.

It does not write the institution's exit plan, test it, or determine whether the institution is compliant.
Group-level concentration risk across every business line, legal entity, and provider requires synthesis of
information no single-provider assessment has visibility into, and remains a judgement for the institution's
own risk function. Compliance is a determination made by the institution's own governance, informed by
its supervisor's expectations - not a status that any vendor's report can confer.
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5. Glossary

Term Definition

AGPL-3.0

The GNU Affero General Public License version 3, under which EscapeCloud
Community is published.

Alternative technology

A service or product capable of replacing a given cloud service if an
organization exits its current provider.

Cl/CD

Continuous integration and continuous delivery; the automated pipeline
through which software changes are built, tested, and released.

Cloud exit strategy

A documented plan for migrating a service away from its current cloud
provider, or reintegrating it in-house.

Concentration risk

The risk arising from an organization's dependence on a small number of
providers for critical services.

Docker Compose

A tool for running a multi-container application on a single host; used here
for proof-of-concept deployments.

DORA The Digital Operational Resilience Act, Regulation (EU) 2022/2554, which sets
ICT risk management requirements for financial entities in the European
Union. Article 28 contains the exit strategy obligation.

FINMA The Swiss Financial Market Supervisory Authority. Circular 2023/1 sets its
expectations for third-party arrangements, including exit and concentration
analysis.

Helm The package manager used to deploy applications to Kubernetes; used here
for production deployments.

ICT Information and communication technology; the term used throughout
DORA for technology services and the providers that supply them.

Kubernetes A container orchestration platform for running applications across a cluster

of machines.

National competent
authority

The supervisory body responsible for a financial entity in its jurisdiction - for
example BaFin in Germany or the ACPR in France.

OpenlD Connect (OIDC)

An identity protocol allowing an application to delegate user authentication
to an external identity provider.

PRA SS2/21

Supervisory Statement 2/21 of the United Kingdom's Prudential Regulation
Authority, setting expectations for outsourcing and third-party risk
management, including exit planning.

Register of Information

The record of ICT third-party arrangements that DORA requires financial
entities to maintain and report to their supervisor.

Single sign-on (SSO)

An arrangement in which users authenticate once with a central identity

provider rather than holding separate credentials for each application.
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Term Definition

Substitutability The extent to which a service can be replaced by an alternative, and how

readily that replacement could be carried out.

Vendor

lock-in The technical, contractual, and data dependencies that make moving away
from a provider costly or difficult.
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